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Press release
Standard Chartered alerts customers of fraudulent websites

16 June 2025, Hong Kong — Standard Chartered Bank (Hong Kong) Limited ("Standard
Chartered Hong Kong") would like to alert its clients to fraudulent websites purported to be from
Standard Chartered Hong Kong. The websites request clients to provide their online banking user

name and password. Below are the URLs and screenshot of the fraudulent websites:

o hxxps[:)//carousell-hk[.Jmamili[.]shop/login/228HU017XB498E6631344

e hxxps[:)//carousell-hk[.Jgomamita[.]shop/login/1410X917HJ497L3768624

o hxxps[:])//carousell-hk[.Joumami[.]shop/login/305UE817L 149614937693

o hxxps[:])//carousell-hk[.]alajami[.]Jshop/login/269NP817XT496S1545349, Standard
Chartered Bank (Hong Kong) Limited

o hxxps[:])//carousell-hk[.]Jmposlotx[.]shop/login/386D0117Z2C492N4169690, Standard
Chartered Bank (Hong Kong) Limited

e hxxps[:)//carousell-hk[.Jmposlotx[.]shop/login/254EP817YR492K4231876, Standard
Chartered Bank (Hong Kong) Limited

e hxxps[:)//carousell-hk[.Jmposlotx[.]shop/login/167UP517J0492F4261439, Standard
Chartered Bank (Hong Kong) Limited

o hxxps[:])//carousell-hk[.]Jmposlotx[.]Jshop/login/318VP817PL492U4325643, Standard
Chartered Bank (Hong Kong) Limited

e hxxps[:])//carousell-hk[.]hoslu[.]shop/login/356NE717MH491H0065247

e hxxps[:])//carousell-hk[.]hoslu[.]shop/login/394EX317WQ491C0065417

e hxxps[:)//carousell-hk[.]shopeeslke[.]shop/login/223LP317EU487W1106327, Standard
Chartered Bank (Hong Kong) Limited

e hxxps[:)//carousell-hk[.]shopeeslke[.]shop/login/357UY717KG487L1141121, Standard
Chartered Bank (Hong Kong) Limited

e hxxps[:)//carousell-hk[.]shopeeslke[.]shop/login/113JW717CU487V1201392, Standard
Chartered Bank (Hong Kong) Limited

e hxxps[:)//carousell-hk[.]shopeeslke[.]shop/login/382TA217GS487H1266723, Standard
Chartered Bank (Hong Kong) Limited

e hxxps[:)//carousell-hk[.]shopeeslke[.]shop/login/2841A217DX487B1334176, Standard
Chartered Bank (Hong Kong) Limited
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e hxxps[:])//carousell-hk[.]shopeeslke[.]shop/login/156LT417FN48721341359, Standard
Chartered Bank (Hong Kong) Limited
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Online Banking/Online Securities Trading

Important Notice:
For details about our maintenance schedule visit www.sc.com/hk/maintenance/

0 After SC Mobile Key registration or re-registration and initiating instructions (€.g. add new, increase transfer limit, etc), your Digital Banking account may be suspended
due to security reason. Please call our hotiine 28868862 for identity verification

Online Banking Service for Business Banking customers has been decommissioned. Please apply and login Straight2Bank (s2b.standardchartered.com) to use our
digital banking service.

o Forget your login details or
e v

' 24/7 Phone Assistance
Please call
(B52) 2886 8868

" Online Banking Demo
" Frequently Asked Questions
' Website Maintenance Schedule
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Username
(B-16 letters andior numbers)

Password *
(816 lefiers and numbers, case

sensitive)

> Forgot username /
password Register for mobile banking & SC Mobile Key

for a more secure banking experience!

Ao
Standard Chartered -
Mobile Banking

Reminders:
+To protect yoursell, do not login to SC onfine banking through hyperlinks embedded in emails, unauthorized
or third party websites

ﬂ Security Tips

‘Read more >

- Our Bank will never ask you for your sensitive account information, e.g. usemame, password and other
confidential account o credit card information by emai

+ Standard Chartered Hong Kong has not authorized any third party aggregator applications to access our
systems nor customer information. You are reminded not to disclose your online banking usermames and
passwords to third parties.

- Please read the Legal Notice and Data Protection and Privacy Policy before using the online services or this

Web Site. If you do not accept these terms and conditions, do not access this Web Site and do not use the
online service.

Copyright 2008 - 2025 Standard Chartered Bank | > Terms & Conditions = »Data Protection and Privacy Polic

Standard Chartered Hong Kong would like to remind the public that the Bank’s website is
https://www.sc.com/hk/. Clients should only access online banking services by typing the Bank’s

official website address into the address bar of the browser. If you are concerned that you may
have disclosed sensitive personal information, please report the case to the Police.

For enquiries, please contact the Bank’s 24-hour customer service hotline at (852) 2886 8888.

--- END---

Standard Chartered

We are a leading international banking group, with a presence in 53 of the world’s most dynamic
markets. Our purpose is to drive commerce and prosperity through our unique diversity, and our
heritage and values are expressed in our brand promise, here for good.

Standard Chartered PLC is listed on the London and Hong Kong stock exchanges.

The history of Standard Chartered in Hong Kong dates back to 1859. It is currently one of the
Hong Kong SAR’s three note-issuing banks. Standard Chartered incorporated its Hong Kong
business on 1 July 2004, and now operates as a licensed bank in Hong Kong under the name of
Standard Chartered Bank (Hong Kong) Limited, a wholly owned subsidiary of Standard
Chartered PLC.

For more stories and expert opinions please visit Insights at sc.com. Follow Standard Chartered
on X, LinkedIn, Instagram and Facebook.
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