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Standard Chartered alerts customers of fraudulent website

7 July 2025, Hong Kong — Standard Chartered Bank (Hong Kong) Limited ("Standard

Chartered Hong Kong") would like to alert its clients to fraudulent website purported to be from

Standard Chartered Hong Kong. The website requests clients to provide their online banking user

name and password. Below is the URL and screenshot of the fraudulent website:

e hxxps[:)//facebook[.]hk-fps[.]Jshop/merchant/bank-confirm/sc/TL8siLgGHY4, Standard

Chartered Bank (Hong Kong) Limited
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@  'mportant Notice:

For details about our maintenance schedule please click the "Website Maintenance Schedule” link under "Need Help?™
After SC Mobile Key registration of re-registration and intiating instructions (¢.g_ add new, increase transfer imit, etc), your
Digital Banking account may be suspended due to securily reason. Please call our holline 26868862 for identity verification
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(8-16 lelters and/or numbers)
Password
(3-16 lelters and numbers, case sensilive)
Make sure you have SC Mobiie Key
registered fo log info Online Banking
Reminders:

*To protect yourself, do notlogin to SC online banking through hyperlinks embedded in emas,
unauthorized or third party websites

» Our Bank will never ask you for your sensitive account information, €.9. username, password and other
confidential account or credit card information by email.

» Standard Chartered Hong Kong has not authorized any third party aggregator applications to access our
systems nor customer information. You are reminded not o disclose your online banking usernames and
passwords 1o third parties

* Please read the Legal Nolice and Privacy Nofice before using the online services or this Web Site. If you
do not accept these terms and conditions, do not access this Web Site and do not use the online service
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» 24/7 Phone Assistance
Please call
(852) 28868862

» Digital Banking Quick
Starter Guide

» Frequently Asked Questions

» Website Maintenance.
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Standard Chartered Hong Kong would like to remind the public that the Bank's website is

https://www.sc.com/hk/. Clients should only access online banking services by typing the Bank’s

official website address into the address bar of the browser. If you are concerned that you may

have disclosed sensitive personal information, please report the case to the Police.

For enquiries, please contact the Bank’s 24-hour customer service hotline at (852) 2886 8888.
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Standard Chartered

We are a leading international banking group, with a presence in 53 of the world’s most dynamic
markets. Our purpose is to drive commerce and prosperity through our unique diversity, and our
heritage and values are expressed in our brand promise, here for good.

Standard Chartered PLC is listed on the London and Hong Kong stock exchanges.

The history of Standard Chartered in Hong Kong dates back to 1859. It is currently one of the
Hong Kong SAR'’s three note-issuing banks. Standard Chartered incorporated its Hong Kong
business on 1 July 2004, and now operates as a licensed bank in Hong Kong under the name of
Standard Chartered Bank (Hong Kong) Limited, a wholly owned subsidiary of Standard
Chartered PLC.

For more stories and expert opinions please visit Insights at sc.com. Follow Standard Chartered
on X, LinkedIn, Instagram and Facebook.
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