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Standard Chartered alerts customers of phishing SMS and fraudulent

website

21 June 2021, Hong Kong — Standard Chartered Bank (Hong Kong) Limited (the “Bank”) would
like to alert its clients and the public of a few cases of phishing SMS with a link to a fraudulent
Standard Chartered website which requests clients to provide their user name and password. Below

are the screenshot of the URLs and phishing SMS:

https://standard-chartered-signin.com/hk
https://sc-secure-host.com

There has been a scheduled outward PAYMENT of HKD50,000.00. If this was
NOT made by you, please CANCEL via: https://standard-chartered-
signin.com/hk

A new payee has been added
today. If this was not you, visit:
https://sc-secure-host.com

Standard Chartered would like to remind the public that the above website and SMS are not related
to the Bank. To mislead customers, the fraudulent website may appear under different domain
names or with slight modifications or variations of the above URLs by adding a combination of

letters, numbers or symbols.

The Bank would never include any URL in its SMS which requests customers to provide their logon
credential or personal information. Customers should only access online banking services by typing

the Bank’s official website address into the address bar of the browser. The Bank’s official website

is www.sc.com/hk/ .



http://www.sc.com/hk/

If customers are concerned that they may have disclosed sensitive personal information, they
should contact the Bank’s 24-hour customer service hotline at (852) 2886 8868 (press 2 - 6 - 0) or
report the case to the Police.

--- ENDS ---

Standard Chartered

We are a leading international banking group, with a presence in 59 of the world’s most dynamic markets and
serving clients in a further 85. Our purpose is to drive commerce and prosperity through our unique diversity,
and our heritage and values are expressed in our brand promise, Here for good.

Standard Chartered PLC is listed on the London and Hong Kong Stock Exchanges.

The history of Standard Chartered in Hong Kong dates back to 1859. It is currently one of the Hong Kong
SAR’s three note-issuing banks. Standard Chartered incorporated its Hong Kong business on 1 July 2004,
and now operates as a licensed bank in Hong Kong under the name of Standard Chartered Bank (Hong
Kong) Limited, a wholly owned subsidiary of Standard Chartered PLC.

For more stories and expert opinions please visit Insights at sc.com. Follow Standard Chartered on Twitter,
LinkedIn and Facebook.
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